CeTeBas po3eTKka C aBTOMaTUYECKUM
WU PYYHbIM yrpaB/leHNneMm

ORCAM R1 IP

PYKOBOACTBO MOJ/1b30BaTeNA



OnucaHue

ORCAM R1 IP (ceTteBas po3eTka Cc pyHKUMEN KOHTpoNsa IP-agpeca) npeaHasHayeHa Ans
aBTOMaTM4YeCKMX Cneasilmnx yCTPoMCTB U YCTPOMCTB nepesanycka, NoAKIOYEHHbIX K
ceTeBol po3seTke. BoixogHyto poseTky MoxHO BK/TIOYATL/BbIKJ/TIOYATD BpyuHyto.

Pozetka ORCAM R1 IP ocHaweHa ogHuM nHTepdericom Ethernet ana HacTponku yepes
HTTP npoTokon.

BbixogHaa po3eTka UMeeT creaytowme napameTpbl: HanpshxeHne 230B ¢ MakcuManbHOM
CMNOBOM Harpyskom 16A.

KoHdurypauusa

MoacoeanHnTb po3eTky ORCAM R1 IP K UCTOYHWMKY NUTaHKUSA C HanpsxeHue 230B
nepeMeHHoro Toka

MoacoeanHuTb pasbeM Ethernet Ha MK k paszbeMy poseTkn RI45.

3agaTb NapaMeTpbl Ans ceTeBoro nHtepdenca: IP-agpec = 192.168.0.11, macka
noacetn 255.255.255.0

Mo ymonuyaHuio IP-agpecom ang posetkn ORCAM R1 IP asngetca 192.168.0.100
Beectn IP-agpec 192.168.0.100 B cBoeM Web-6pay3epe

Que-O KNE®

Adresa @http:mgz.ma.n.mm

Tabnuua c HacTponkamm po3eTkm ORCAM R1 IP BbirngaauT cneayowmM obpasom:

ORCAMR1 IP

Orcam status System information
Network configuration Alias name Orcam R1 IP
Test rules 5_3"5‘9"" “me’-_ﬂ) 0d Dhrs 22mins
SNMP & SNTP setti Firmware version 1.0.0
S Socket information
Security ment EEaevant Naireeaal
Utility Socket stalus ON
Control SOCKET : Rules stalus
Logging Active rules 0

Quick setup



System Information [MHdopMauua o cucreme] — TeKkyLnii cTaTyC CUCTEMbI

Alias name [Ima «npo3Buwye» ] - «npo3BuLLE>» CETHU.

System time up [CucremMHoe BpeMsi] — BpeMs C nocnegHero nepesanycka
Firmware version [Bepcusi BctpoeHHoro 0] - Tekyulasa Bepcus BCTpoeHHoro MMO.

Socket information [MHdopMauumsa o poseTke] — cTaTyCc CUNOBON PO3ETKMU

Last event [[MocnepgHee cobbiTne] - nata/BpeMs nocnefHero U3MeHeHUs napaMmeTpos
PO3ETKMU.

Socket status [CtaTtyc po3zeTrkn] — ON/OFF [BKJ1/BbIK/1]

Rules status [CtaTyc npaBun] - lNpasunia TectupoBaHms. [Ins aBToOMaTMYeCKOro
TeCcTMpoBaHusl Heob6xo0AMMO CKOHMUIrypupoBaTb AaHHbIe NpaBuaa, CM. rfaBy «TeCcToBble
npasuna».

B npaBoii KONOHKe coAep)KaTcs BCe MEHIO KOHMUIypaLumu:

MEHIO - KoHdwmrypauuma cetm

ORCAM R1 IP

Orcam status
Netw otk configur ation

Testrules IP address [192.168.0.100

SNMP & SNHTP seftings Network netmask 1255.255.255.0

Security menu Gateway [192.168.0.1

Unility DNS server 1 0000

Control SOCKET DNS server 2 0000

Logaing Alias name | ORCAM R1 TP

Ouick setup

|
Save | Cancel|

30ecb coaepxuTcs nHpopmaumsa o6 yaaneHHoM ynpasneHnun, T.e. IP address [IP-
aapec], Mask [Macka nogcetn] m Gateway [LUnto3] ¢ NOMOLLbIO KOTOPbIX MOXHO
3ajaBaTb KOHPUrypaumio pozetkm ORCAM R1 IP.

DNS server 1 and 2 [DNS cepBep 1 n 2] ncnonb3ayetcsa ToNbKO A7 NepeHoca
AOMEHHbIX MMEH ANnsl pasgena «TecTtoBble npasuna». [lomkeH paboTtaTtb, Kak MUHUMYM,
OAWH cepBep, €C/N Bbl XOTUTE UCMNO/b30BaTb AOMEHHbIE MMEHa B pa3aene «TecToBble
npasuna».

Alias name [MMa «npo3Bulie>»] — UMsI CETU, MOXXHO MCMOSIb30BaTb MakCcMMyM 15
CVMBOJIOB.



MEHIO - TectoBble NpaBuiaa

ORCAM R1 IP

Orcam status  Orcam'srules
Hetwork configuration
Test iules Configura pule 1
SHIMP & SHTP settings . LZvun!is:Jllia piile 2
Security memn Configura rule 3
Uil . L'unli}i_um ule 4
Cortrol SOCKET . CulllFﬁum nile 5
Logging
Dutick setup In=real for send test packet 2 seconds
Interval for naxt fast [2 FriinULes
W Inaccessibility maximum reboot £l tirmes
Reboot SOCKET hald time [3 saconds
Mumber of packets for evaluate [10
Rules evaluation = 0OR O AMD

Send TRAF befare SOCKET actian
SHNEP cancel SOCKET ACTION ;
SNMP timeout for CANCEL minutes

= Cnm;el_l

B >ToM MeHIO MOXHO 3agaBaTb NpaBwia Af9 aBTOMaTU4YeCKoro TeCTMPOBaHWUS
NOACOEAVHEHHbIX YCTPOWCTB no ux IP-agpecaMm wanm [OMEHHLIM MMeHaM. MOXHO
TecTnpoBaTtb 4o 5 ycTpomncTts, 3 - no IP-agpecy (npaBuno koHpurypaumm 1 — 3) 1 2 no
OOMEHHOMY MMeHn (NpaBuno KoHdurypauum 4, 5).

Interval for send test packet [UHTepBan pAna oTnpaBkuM nNakKkeTa TeCTOBbIX
AaHHbIX] = NPOMEXYTOK BpeMeHU ANs OTNpaBKM nakeTa, gManasoH 2 — 20 MUHYT.
Interval for next test [MHTepBan gnsa cnepyrouwero tecrta] - NpoMexyTok BpeMeHu
AN CTapTa cnegytowero Tecta, TObKO €CnM BO BpeMsa nocjaegHero Tecta npom3oLusio
Kakoe-nmb6o cobbiTve. TlO WUCTEYEHUM ITOr0 MNPOMEXYTKA BPEMEHM HavyMHaeTCs
cneayrowmin Tect — agnanasoH 2 — 30 MUHYT.

Inaccessibility maximum reboot [MakcumanbHas HepOCTYNHOCTb ANNA
nepesarpyskm] — KonmyectBo nepesarpy3ok MOACOEAMHEHHOr0 YCTPOMCTBa B Cliyyae
NOCTOSAHHOM HeAOCTYMHOCTM YCTPONCTBO — AMana3oH 1-10 nonbITOK nepe3arpysKku.



Reboot SOCKET hold time [Bpemsa yaep>xaHua nepe3sarpysku PO3ETKWU] - nepuop
BpeMeHW, Koraa BbixogHas po3eTka HaxoauTcsa B COCTOSAHMKM “cbpoca” (Hactpolikn BKI
nnu BblKJ1) 1 - 60 cek.

Number of packets for evaluate [ KonnuecTBo nakeToB AJisi OLE€HKN] - KOJINYeCTBO
MnakeToB, TeCTUpPYeMbIX Ha npeaMeT notepu - AnanasoH 10 — 100 nakeTos.

Rules evaluation [OueHka npaBun] — AND [U] -po3eTtka BblKJ1/BKJ1/C6poc B cny4ae
NnpeBbILLEHNS KOMM4YecTBa NoTepb BO Bcex npasunax; OR [UJIN] - po3eTka
cbpacbiBaeTcs, €cnum BbiNO/IHEHO, KAK MUMHMMYM, O4HO MpaBwuo.

Send SNMP TRAP before socket action [OTnpaButb SNMP TRAP g0 BbinosHEHUA
AeicTBusa po3etkoi] - MNMepen BbIKJ1/BKJ1/C6poc naketa aaHHbIx «SNMP TRAP»
oTnpasnsieTcs Ha BBeAeHHbIn IP-agpec (MEHIO SNMP).

SNMP cancel SOCKET ACTION [SNMP otrmeHa AAEMCTBUS PO3ETKU] - OxunagaHve
SNMP gns KoMaHAbl HA OTMEHY TeKyLlero 4encTBus.

SNMP timeout for CANCEL [SNMP o)xxnpaaHue gna OTMEHDbI] - MNpun otcyTCcTBMN
nofaym KoMaHAabl OTMeHbl B BbibpaHHoe BpeMs, CBPOC He BbinonHseTcsa. Amnana3oH 1 -
60 (-1 -> xpaaTb cneaywLwero Tecra)

MpaBuno koHbUrypaumm nogmeHro 1,2,3 - HacTpoliku nakeTa TECTOBbIX aHHbIX

ORCAM R1 IP

Orcam status
Metwion b cortiguin siom

Tasd rues Rule 4 snabli= .

SHMP & SHTP setlings Dlgerdin narne s O rmAaIn o

SoCIwY memi LIGP sre port _‘155'“

uility Fing dats [oytes] £}

Colibrol SOCKET Packet loss 40 o

Logijitil

Hilck satup Sove | Cancel

Rule 1 enable [MpaBuno 1 akTuBupoBaHo] - AKTMBMPOBAHO NepBoe Npasusio.
Destination IP address [IP-agpec mecta HasHadyeHua] - Tectupyembliii IP-agpec.
Ping data [[laHHble nepebpoca] — ANMHa NakeTa TeCTOBbIX AaHHbIX - AMana3oH 32 -
1460 6ant

Packet loss [MoTeps naketa] - MakcuManbHble notepu B %.



MpaBuno koHdpUrypaumm nogMmeHio 4,5 - HacTpoiku nakeTa TeCTOBbIX AaHHbIX

ORCAM R1 IP

e s
Hatwonk conmbmaiien

Test pules Rule 4 anabis B

SHHP & SHTP ssttings Diosrnaain narms vt Dmiain. oo

Securty mann LD are-post [a000

Hility Ping data (oytes) {22

Controd SOCKE] Packes bas {40 s

Logning

dmifck setip Ssva | Caneal

Rule 4 enable [MpaBuio 4 aktuBupoBaHo] - AKTMBMPOBAHO/AeaKTUBMPOBAHO
yeTBepTOE NpPaBuUIO.

Domain name [[loMeHHOe nMA] — JOMEHHOEe UMS 4J18 TECTUPYEMOro YCTPOMCTBA, KakK
MUHUMYM, oanH DNS-cepBep gomxeH paboTtaTtb. CM. MeHtio Network configuration
[KoHdurypauma cetu].

Ping data [[aHHble nepebpoca] — ANMHa NakeTa TeCTOBbIX AaHHbIX - AMana3oH 32 -
1460 6anT.

Packet loss [MoTeps naketa] - MakcuManbHble notepu B %.




MEHIO — HacTpouiku SNMP u SNTP

ORCAM R1 IP

Orcam status SNMP & SNTP setting
Network configuration
Test rules SHNMP v
SNMP & SNTP settings SNMP community public
Security menu TRAF |P address 10.0.0.0
Utility For MIB INFO click here, please,
Control SOCKET Timg-sarver i
y NTP IP address 132.236.56.250
Logging
Quick setup Time zane +02 —

Save E_anu:el

SNMP - BkntoueHne SNMP-npoTokona

SNMP community [SNMP coo6uectBo] - naponb ana SNMP-npotokona

TRAP IP address [MpepbiBaHue IP-agpeca] - IP-agpec Mecta Ha3sHa4yeHus ans
naketa SNMP TRAP ¢ npaBuiamMmum OLEHKN YCNELHbIX MNOMbITOK.

Time server [Bpemsa cepBepa] - AktuBauus NTP-cepBepa A5 HacTpoeK BpeMeHU
NTP IP address [IP-agpec NTP-cepBepa] - IP-agpec NTP-cepBepa

Time zone [YacoBoi nNosAAc] - MOXHO BBOAUTb B C/ly4ae MOJIOXUTENbHOM UK
OTpULATENBbHOM YacOBOM CMEHbI. DTO BPeMS YKa3blBAETCS B 3aMMCAX B XypHane.

Mpwn HaxaTum Ha ccbinky MIB info BbiBOANTCSA MHMOPMaumMs o 6ase ynpaBnsatoLwen
nHdopmaunmn (MIB) ana SNMP koHbuUrypauunm.




ORCAMR1 IP

Orcam status

Network configuration
Watchdog's rules
SNMP & SNTP settings
Security menu

Utility

Control SOCKET

Logying
Quick setup

Get device name
Get SOCKET
STATUS
Reset SOCKET
Turn on SOCKET
Turn off SOCKET

Reboot

Get active rules
Get TRAP events (#
15)

Get SOCKET
events (# 1-5)
Get test packet
length #

Get test TA packet
#

Get test RX packet
#

Cancel SOCKET
ACTION

ALERT TRAP

MIB information

1.3.6.1.41.212687 4.1 - GET
1.3.6.1.41.21287 42 - GET

1.3.6.1.4.1.21287 4.3 - 5ET, value=0x01
1.3.6.1.4.1.21287 4.4 - SET, value=0x01
1.3.6.1.4.1.21287 4.5 - 3ET, value=0x01

1.36.1.4.1.21287 4,10 - SET, value=0x01
1.36.1.4.1.21287.4.11 - GET
1.36.1.4.1.21287 412 #- GET

1.36.1.4.1.212687 4.13.#- GET
1.36.1.4.1.21287 414 #- GET
1.36.1.4.1.21267 4.15.#- GET
1.36.1.4.1.212687 4.16.#- GET

1.36.1.4.1.21287.4.20 - SET, value=0x01

1.3.6.1.4.1.21287 4
value="SOCKET EVENT"




MEHIO BESOMNACHOCTHA

ORCAM R1 IP

Orcam status

Network configuration

Test rules User name J

SNMP & SNTP settings Login password \

Security menu Verify password |

Utility HTTP port |80
Control SOCKET

Logging

Save ' Cancel I

Quick setup

MpumeuaHue: B koHDUrypaumm no yMosiMaHUIO Nona AJis NapoJsisi U UMEeHMU
noJsib30oBaTesiIs OCTalroTCA NyCcTbiMU. B cnyyae BBoaa HOBOro naposisi, posetka
ORCAM R1 IP nonpocuT NpoBepuUTb CTapbii NapoJsib, NO3TOMY OCTaBbTe Noss
MMEHM NoJsib30oBaTesis U NapoJsis NyCcTbiMMU.

HTTP port [HTTP nopt] - nopT Ans KoHdurypaummn, no ymondanumio 80



MEHIO_—- CepBucHasi nporpaMmMma

ORCAM R1 IP

Orcam status

Network configuration
Watchdog's rules
SNMP & SNTP settings
Security menu

Utility

Control SOCKET

File to upload:

| Prochazet..
Upload

The upload may take up to 60 seconds.

Logaing
Quick setup

Restore default configuration  Setto defa.ult]

Reboot Rehoot

Clear rules statistic Clearl

3arpy3ka BcTpoeHHoro No

Bbi6epuTe dain ¢ HoBbIM BCTpOEHHbIM O, HaxaB Ha KHonky prochazet, 1 HaxaB Ha
kHonky Upload [3arpy3uTtb]. MNocne ycnewHoro o6HoBNeHNs BCTpoeHHoro MO nossuTtcs

cnepytouwee coobuleHne:

Uploading successful !

Please wait 60 seconds for this process to complete, after

which you may access these web pages again,

3arpy3ka npouuia ycrnewHo!

Tenepb po3eTtka ORCAM R1 IP 6yget
nepenporpaMMmMpoBaHa C NOMOLLbIO 3arpy>XeHHOro
¢aiina obHoBneHns BctpoeHHoro MO.

MopoxauTte 60 cekyHA ANS 3aBEpLUEHUS 3TOr0
npouecca, Nocae Yero MOXHO CHOBa 3aX0AUTb Ha
Beb6-CcTpaHuubl.

Mpn HaxaTum Ha kKHonKy Set to default [BapgaTb 3HaueHMa No ymMonyaHur] poseTka
ORCAM R1 IP cbpacbiBaeT BCe 3Ha4YeHMs Ha 3aBOACKMeE.

The new settings have been saved.
The ORCAM R1 IP must be rebooted before the new

settings will take effect. You can reboot the gateway now

using the button below, or making ather changes.

Feboot

HoBble HaCTPOWMKM COXPaHEHbI.

Heobxoaumo nepesarpysntb po3etky ORCAM R1
IP Ans BCTYMJIEHMS HOBbIX HAaCTPOEK B CUAY.
Tenepb MOXHO Nepesarpy3vTb L3 C
MOMOLLbIO YKa3aHHOMN HMXE KHOMKW, UK
BbIMOJIHNB Apyrune U3MeHeHus.

Clear rules statistic [C6poc npaBun ctaTUCTUKKN] - cHpacbiBalOTCA BCE CUHETUMKM

NMNaKeToB AdHHbIX

Orcam status [CtaTyc po3eTku] — ecnu 3agaHbl npaswuna.



VOLBA - YNIPABJIEHUE PO3ETKOM

ORCAMR1 IP

Orcam status
Network configuration

Watchdog's rules Clear EVENTS DATA I

SNMP & SNTP settings

Security menu Press this button for RESET snl::ketJ

Litility

Control SOCKET Press this button for TURN ON suckat|

Logging

Quick setup

Press this button for TURMN OFF socket |

TURN ON socketfortime | minutes

TURN OFF socketfor time | minutes

Clear EVENTS DATA [C6poc AAHHbIX O COBbITUAX] - CTupaeT xypHan cobbiTuit.
RESET socket [CBPOC po3etku] — C6poc noagcoeamHeHHoro ycrponctaea (BbIKJTIOYHAET
1 BKJTKOYAET BbIXO4HY PO3€TKWN) B 3aBUCUMOCTU OT TeCTOBbIX NpaBuil.

TURN ON socket [BKJIOYEHME po3etkmn] — noctossHHoe BK/TKOYEHWE po3eTku.
TURN OFF socket [BbIKJTOHYEHUE po3setku] — noctosiHHoe BbIKMKOYEHUE poseTku.
TURN ON socket for time [BKJIOYEHUE poseTtkun Ha BpeMsa]- BpemeHHoe
BKMHOYEHWME po3eTkn Ha X MUHYT.

TURN OFF socket for time [BbIKJTOMEHUE po3eTku Ha BpeMsi]- BpeMmeHHoe
BbIKJTIOYEHWE po3eTkn Ha X MUHYT.

B cnyvae ycnewHoro BbINoO/HEHWS Oornepaumm NosiBUTCS crefytolee cooblieHne:

V Iastefiie JAHHBIX 0 COCTOSHIH
Status data has been cleared ! I[aHHBIe O COCTOSITHUN yZ[aHCHBI!
Ynpassene POSETKOM

Socket has been activated | Po3zeTka aKTHBHpOBaHa!



MEHIO - PETUCTPALINA

ORCAMR1 IP

Orcam status Log information, last 20 actions

Network configur ation SNMP CANCEL EVENT Tue Mov 06 21:12:13 2007
Watchdog's rules SNMP CANCEL EVENT Tue Nov 06 21:15:18 2007
. Reset Tue Nov 06 22:52:03 2007 ; 192.168.2.200

SNMP & SNTP settings SNMP CANCEL EVENT Tue Nov 06 22:56:08 2007

Security menu Reset Tue Nov 06 22:59:28 2007 ; 192.168.2.200

Unility Reset Man Nov 05 22:00:58 2007 ; 192.168.2.200

Control SOCKET Reset Tue Mov 0B 21:00:58 2007 ; 80.682.144 90
Clear status

Logging Reset Man Nov 05 23:33:54 2007 ; 182.168.2.200

Quick setup Reset Tue Nov 06 00:23:49 2007

Reset Tue Nov 06 00:36:03 2007
Reset Tue Nov 06 01:26:15 2007 ; 192 168.2.200
Reset Tue Nov 06 01:34:09 2007
Clear status Tue Moy 06 10:50:46 2007
Reset Tue Nov 06 10:56:09 2007
Reset Tue Nov 06 18:35:36 2007
Reset Tue Nov 06 20:56:10 2007
Clear status
Reset Tue Nov 06 01:11:10 2007
Clear status Tue Nov 06 01:13:48 2007

Bce pencreums, Bausowme Ha BbixogHyto po3eTKy, 3anmcbiBaloTCs B XypHan. Ecnv NTP-
cepBep npaBuibHO CKOHMUIYPUPOBAH, B XypHase TakXe yKa3sblBaeTcs v BpeMs. Takxe
3anncbiBalOT B XYpHan uU AENCTBUS, BbINOSIHEHHbIE U3 pa3aena Control SOCKET
[YnpaBnenue PO3ETKOM]. YCTpoiicTBO MOXeT coxpaHsTb Ao 20 AelcTBUIA, B Ciyyae
BBOAa 60sblUEero KonYecTsa AENCTBUI, 3aTUpaeTCa camMoe nocnegHee cobbiTue.



MEHIO — BbicTpasa HacTpouka

ORCAM R1 IP

Orcam status

Network configuration

Test rules IMetwork

SNMP & SNTP settings IP address 1921680100
Security menu Metwork netmask {255.255.255.0

Utility Gateway 0.0.0.0

Control SOCKET

Logging Test rule

Quick setup Destination is = IP ADDRESS O DOMAIN NAME

0.0.0.0 | :
DNS 1
BNs2 o000

Save | Cancel |

JaHHoe MeHI0 KOH(Urypaumm npeaHasHayvyeHo Ans 6bICTPbIX M HECNOXHbIX HAaCTpoeK. DTO
MUHUManbHaa KOH@Urypaumsa Ansg asTomatnyeckoro HabnwoaeHuns. B pasgene Test rule
[TecTtoBoe npaBuno] MOXxHO BblibnpaTb IP-agpeca nam goMeHHble MMeHa.

B cnyyae BBOoA@ HernpaBubHOIo agpeca LLUn3a n HaXaTusa KHOMKN «COXPaHUTbL»,
noAaBUTCA cnegyrollee coobuieHue:

hitp:/192.168.0.100 m

LLnto3 gosnxkeH 6biTb B TOM Xe caMoi
I_r,j Gateway must be in the same subnet

noACETH.

[pyrve B3anMo3aBUCKMMble NapaMeTpbl NPOBEPSAIOTCA aHANOMMUYHbIM 06pa3oMm.

Ans py4Horo ynpaeneHusi po3eTKoi ncrnonb3osatb MeHio Control SOCKET
[YnpaBnenune PO3ETKOU].




YnpasneHue c nomouwbo SNMP-npoTtokona

NaBHbIM NpenMyLecTBOM aBaseTcsa To, 4To SNMP-nNpoToKON nogaep>XXmMBaeTcs MHOMMMU
onepauuoHHbIMK CUCTEMaMU, U Ang BbinonHeHns SNMP-koMaHabl Tpebyetcs Hebonbloe
KONnM4ecTBo AaHHbIX. SNMP-NpoTOKON aKTUBUPYETCS C HAaCTpOMKaMn, 3agaHHbIMU MO
yMon4yaHuio. Ha pucyHkax npeactasneHa posetka ORCAM R1 IP ¢ 2 x RJ45, Ho apyrue
MoAenn KoHMDUIrypupyrTcs aHanormyHoiM obpasom.

UcnonbsoBaHue nog MS Windows

Heobxoanmo yctaHoBuTb SNMP-6pay3ep - PRTG unun MIB 6pay3ep.

Mocne ycnewHon yctaHoBkuK, 3anyctute SNMP-6paysep

¥ iReasoning MIB Browser

File Edit Tools Help

Address: | 192, 168.0, 100] ~ | Advanced..

Mame/OID

MIE Tree
&3 RFC1213-MIB.iso.org.dod.internet  mgmk. mi

B none address [aapec] BeeauTe IP-aapec po3etkn ORCAM R1 IP 1 HaxMmuTe
Advanced [AononHuTenbHO]

x

Address | 152.168.0.100

Part | 161

Read Community

‘Wirite Community |esmees

SMMP Version |1 -
SHMPy3
LsM User | |
Auth Alogrithm |F05 -|

Auth Password | |

Privacy Alogrithm |DES - |

Privacy Password | |

| Cancel |

BBeauTe 3HauyeHUS Takxke, Kak Ha pUCcyHKe Bblwe. Maponb ana «Read and Write
Community» sBnsieTcs oblwenoCTynHbIM, KOTOPbIM N0 YMOAYaHMIO 3agaH B SMNP-
KoHbUrypaumm posetkn ORCAM R1 IP.



Mpumep koMaHabl «GET>» [MonyunTs]:

=10l x|

OI0: | .1.3.6.1.4.1.21287.4.1

Mame/OID YWalue

et MNext

et Subkres

Table Wigw

. 25N

B okHe «OID» 3anguTte B aepeso OID (MaeHTudukatopbl o6bekTa). Kaxabiri OID ang
BbIOpaHHbIX KOMaHA MOXeT nosyunTb U3 MeHto «<SNMP & SNTP>».

OTBeT 6pay3epa:

I 10| x|
anced... oIk . 1.3.6.1.4.1,212587. 4.1 "] ' L€Ta]
Mame Q1D Yalue | P
Al
1.3.6.1.4.1.212587.4.1 21 ian

3HaveHue ans Events [Cob6biTnsA] paBHo 21, 4yTo 03HauvaeT, 4To 6bIS1I0 21 Nepe3anyckoB
(Tak>Ke BKJIOYEHDbI U PYYHbIE NMepe3anyckn).



Mpumep ansa KomaHabl «write/SET»:

=101 %

OI0: | .1.3.6.1.4.1.21257.4.3

v @ |

aek
et MNext

Yalue

=

ek Subtree
W' alk

Table Yiew
araph

I
Bongute B epeBo ynpasneHus po3eTkon u Boibepute onuuto «Set» [3apaTtb].

MporpamMmMa nonpocuTb caenaTb CneayrLwnin Bbibop:
4% SNMP SET x|

OID |.1.3.6.1,4.1,21287.4.3 |

Data Tvpe | Integer - |

Yalue | 1| |

I ik, || Cancel |

Heobxoanmo BbibpaTb pas3Hbiri T, B ORCAM R1 IP tTun Bcerga 3agaH Kak Lenoe 4yucno.
Mocne HaxaTnMsa Ha OK po3eTka BKAUMTCS U crepsuiee yCTPOMCTBO Nepes3anyCcTuTcs B
TeyeHne nepuoga, eeegeHHoro B Time intervals [BpeMeHHble MHTepBanbl] - Mo
YMOJSTYaHUIO COCTaBnseT 3 cekyHabl. [pu ycnewHoOM nepe3anycke nosBuTcs coobuiee,
NMOKasaHHOE Ha PUCYHKE HUXE.

SET Succeeded x|

[ ]
:!-/) SET succeeded for oid: . 1.3.6.1.4.1.21287.4.3

o]




Ucnonb3oBaHue nop Linux unan OC, aHanorndHoi Unix

B cuctemax Linux no ymonydaHuto ycrtaHossieH SNMP-npoTokon. MOXHO MCMofb30BaTb
KoMaHabl snmpget n snmpset.

n root]# smmpget -vl -0 v —o public 192.163.Z2.54 L3.6.0104.1.21287.4.1

Bo3Bpalaemblie CobbiTUA - 2 nnu TarimayT.

MpuMep 3anucu:

o root@klip:~
[rootfklip root]# smwpset -vwl -0 v -c public 192.165.2.54 1.3.6.1.4.1.21257.4.3 integer 1
INTEGER: 1

[rootlklip root]# I

Mbl nepe3anycTunmn HabnaaemMoe ycTpoicTBo. B cnyyae owmnbkn — Bo3BpaT TaliMayTa.

CBetoanoAHbIE MHANKATOPDbI

Ha nuueBoii naHenn po3etku ORCAM R1 IP nmeetcs 3 nHamnkaTtopa.

1xKPACHbIWA - CUrHaNM3upyeT 0 Nogave nNUTaHusa — MUraet
kaxable 0,5 cek. npn npasunbHoOM paboTe
1x3EJIEHbIN - ropuUT HeMpepbIBHO, YKa3sbiBasd Ha noaknyeHne K
cetun

(KAHAJT CBA3WN) RJ45, muranme ykasbiBaeT Ha MOTOK
OaHHbIX RX-TX,
1XOKENTBIN - Noput=po3etka BKJ/TIOYEHA, He
roput=BbIKJTKO4YEHA

PyuyHoOM c6poc n 3aBoACKME HACTPOMKM.

Ha)xxmMuTe KHOMKY no ymondaHuto cboky Ha posetke ORCAM R1 IP. NMocne HaxaTus
nHankaTopbl 6yayT Muratb Ha nNpoTaxeHun 10 cekyHA. MNMpu ABYKPATHOM HaxaTuu Ha 3Ty
KHOMKY BO BpeMsi MuraHms niamkatopos ORCAM R1 IP cuuTaeT 3aBOACKME HACTPOMKMW.



OCHOBHOM LUMKJ1 TeCTUpoBaHua ycTtpoictea ORCAM R1 IP
Bce 3Ha4YeHUs1 MOXKHO HavTn B MeHto TEST RULES [TECTOBBIE NMPABUJIA]

MNepeMeHHbI 3anpoC — MNaKeTbl TECTOBbIX AAHHbIX, OTNPAB/IEHHbIE HA TECTUPYEMOe

YCTPOWCTBO.

[MepeMeHHble OTKJIMKM — OTBETbI, NOJIlyYEHHbIE OT TECTUPYEMOIO YCTpomCTBa.

KJTIOYEHWE

XAaTb 2 MUHYTHI

Interval for next test 2

frinutes

»
P

Uukn: otnpasneHo 10 nakeToB TeCTOBbIX A

\ Murmber of packets for evaluste

10

I

MakeT oTnpaBneH

XAaTb 2 MUHYTHI

Interval for send test packet 2

seconds

—

KoHel Unkna

,

Packet loss

OueHka noTtepb
oTkNnK/3anpoc*100% = npoayKT

40

%

MpoaykT > noteps nakera

HbIX

>

OA

OLEHKa

nepesarpyska/MPEPbIBAHUNE -




Moanporpamma:

MAKET OTNPABJIEH

[JaHHas nporpamm otnpasnsetT DNS unm ICMP nakeTbl 3agaHHON A/INHBI.

Fing data (bytes)

Ha3HauyeHue:

JomeHHOEe nms

IP-agpec 3anpoc= 3anpoc 1

3anpoc = 3anpoc +1

%

L

OTKJIMK= OTKNMUK +1

HET

OA

HET

icmp OTKNNK?

OTKJINK=OTKNUK+1




Moanporpamma:

nepe3sarpyska/lMPEPbIBAHUE - oueHka

MoanporpamMmMa 3aBMCUT OT OLEHKW NOoTepu nakeTos, oTnpaBaeHHbIX SNMP. NMpepBaTb
OTNpaBKy NakeTa W XAaTb OTMEHbl UM Nepe3anycka YCTPOMUCTBa, NOAKIOYEHHOro K

BbixogHoM po3eTke.

send THAP before
SOCKET action

HET

/v

v Inaccessibility
maximum reboot
2 times

OA

Mepesarpy3ka po3efku He Aenanach

v

OTnpaBka UHdopMaunmn o|npepbiBaHNN

SHMP cancel

SOCKET ACTION HET

OA, OTMEHA SNMP
3anpoc nosiyyeH

ShMP timeout for
CANCEL 1 minutes

et, OTMEHA SNMP
HeT oTBeTa B TedyeHue 1{MuH.

2 vnn 6onee pap

»
>
>
<

lMepe3arpyska p
aenanacb 2 nnn 6gQnee pas.

Feboot SOCKET hald time |3 seconds

nepesarpyaTb po3eTKY Ha 3 CeKyHAb!

A

\ 4

OHEL



	Interval for send test packet [Интервал для отправки пакета тестовых данных] - промежуток времени для отправки пакета, диапазон  2 – 20 минут. 
	Interval for next test [Интервал для следующего теста] - промежуток времени для старта следующего теста, только если во время последнего теста произошло какое-либо событие. По истечении этого промежутка времени начинается следующий тест – диапазон 2 – 30 минут. 
	Inaccessibility maximum reboot [Максимальная недоступность для перезагрузки] – Количество перезагрузок подсоединенного устройства в случае постоянной недоступности устройство – диапазон 1-10 попыток перезагрузки.  
	Reboot SOCKET hold time [Время удержания перезагрузки РОЗЕТКИ]  - период времени, когда Выходная розетка находится в состоянии “сброса” (Настройки ВКЛ или ВЫКЛ) 1 – 60 сек. 
	Number of packets for evaluate [Количество пакетов для оценки]  - количество пакетов,  тестируемых на предмет потери - диапазон 10 – 100 пакетов. 
	Rules evaluation [Оценка правил] – AND [И] –розетка ВЫКЛ/ВКЛ/Сброс в случае превышения количества потерь во всех правилах; OR [ИЛИ] – розетка сбрасывается, если выполнено, как минимум, одно правило.  
	Send SNMP TRAP before socket action [Отправить SNMP TRAP до выполнения действия розеткой]  - Перед ВЫКЛ/ВКЛ/Сброс пакета данных  «SNMP TRAP» отправляется на введенный IP-адрес (МЕНЮ SNMP). 
	SNMP cancel SOCKET ACTION [SNMP отмена ДЕЙСТВИЯ РОЗЕТКИ] - Ожидание SNMP для команды на отмену текущего действия.     
	SNMP timeout for CANCEL [SNMP ожидание для ОТМЕНЫ] – При отсутствии подачи команды отмены в выбранное время, СБРОС не выполняется. Диапазон 1 – 60 (-1 -> ждать следующего теста) 
	Rule 1 enable [Правило 1 активировано]  - Активировано первое правило. 
	Destination IP address [IP-адрес места назначения]  - Тестируемый IP-адрес. 
	Ping data [Данные переброса] – длина пакета тестовых данных - диапазон 32 – 1460 байт 
	Packet loss [Потеря пакета]  - максимальные потери в  %. 
	Rule 4 enable [Правило 4 активировано]  - Активировано/деактивировано четвертое правило. 
	Domain name [Доменное имя] – доменное имя для тестируемого устройства, как минимум, один DNS-сервер должен работать. См. меню Network configuration [Конфигурация сети]. 
	Ping data [Данные переброса] – длина пакета тестовых данных - диапазон 32 – 1460 байт. 
	Packet loss [Потеря пакета]  - максимальные потери в  %. 
	SNMP  - Включение SNMP-протокола 
	SNMP community [SNMP сообщество]  - пароль для SNMP-протокола 
	TRAP IP address [Прерывание IP-адреса]  - IP-адрес места назначения для пакета SNMP TRAP с правилами оценки успешных попыток. 
	Time server [Время сервера]  - Активация NTP-сервера для настроек времени  
	NTP IP address [IP-адрес NTP-сервера]  - IP-адрес NTP-сервера 
	Time zone [Часовой пояс]  - можно вводить в случае положительной или отрицательной часовой смены. Это время указывается в записях в журнале.  
	 
	При нажатии на ссылку MIB info выводится информация о базе управляющей информации (MIB) для SNMP конфигурации.  
	HTTP port [HTTP порт]  - порт для конфигурации, по умолчанию 80 
	Clear EVENTS DATA [Сброс ДАННЫХ О СОБЫТИЯХ] – Стирает журнал событий.  
	RESET socket [СБРОС розетки] – Сброс подсоединенного устройства (ВЫКЛЮЧАЕТ и ВКЛЮЧАЕТ выходную розетки) в зависимости от Тестовых правил. 
	TURN ON socket [ВКЛЮЧЕНИЕ розетки] – постоянное ВКЛЮЧЕНИЕ розетки.  
	TURN OFF socket [ВЫКЛЮЧЕНИЕ розетки] – постоянное ВЫКЛЮЧЕНИЕ розетки.  
	TURN ON socket for time [ВКЛЮЧЕНИЕ розетки на время]- Временное ВКЛЮЧЕНИЕ розетки на X минут. 
	TURN OFF socket for time [ВЫКЛЮЧЕНИЕ розетки на время]- Временное ВЫКЛЮЧЕНИЕ розетки на X минут.  
	В случае успешного выполнения операции появится следующее сообщение:  

